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Proposal for migration from the VMS system to cloud infrastructure
(ICCAT Secretariat)


1. Context and rationale

The International Commission for the Conservation of Atlantic Tunas (ICCAT) currently maintains various computer systems that are essential for the performance of its technical and administrative functions. Among these, the Vessel Monitoring System (VMS) is a key tool for the management and monitoring of fishing activity, providing critical information for decision-making and compliance with international commitments on control and conservation. They are currently located on physical servers in Madrid with a rigorous security protocol. However, challenges remain in terms of their availability and protection against threats.

In recent years, growing storage needs, increased demand for availability and growing exposure to security risks have highlighted the desirability of gradually migrating current services and systems to a cloud infrastructure.

This transition will not only improves operational capacity, but will also guarantee service continuity in the event of possible contingencies and will facilitate long-term maintenance, ensuring that the investments made translate into a sustainable, modern and secure platform.

In this context, and after analysing different alternatives, it is proposed that the migration of the VMS system be carried out with the support of two specialist entities:

· IaaS365, a Spanish company with extensive experience in infrastructure as a service (IaaS) solutions, responsible for the technical environment and hosting of virtual servers.

· CLS (Collecte Localisation Satellites), a company responsible for the development and maintenance of the THEMIS system (currently the application that manages the ICCAT VMS), which will provide support and technical assistance during the migration process, as well as annual maintenance services.

This combination of providers will provide a modern, secure infrastructure with specialised technical support, aligned with international standards for IT service management (ISO 20000), information security (ISO 27001, ISO 27017) and business continuity (ISO 22301).


2. Services included

The proposal combines the provision of cloud infrastructure (IaaS) by IaaS365 with maintenance, support and migration services for the THEMIS system by CLS, forming a comprehensive solution that ensures the operability of the VMS system and the security of its data.

2.1 Cloud infrastructure (IaaS365)

The service offered by IaaS365 will be based on its iCloud365 platform, hosted in its own data centres in Madrid, guaranteeing availability of over 99.98%.

Its features include:

· Dedicated virtual infrastructure with up to 24 vCPUs, 48 GB of RAM and 1.5 TB of virtual storage.
· Redundancy in two availability zones and high-capacity connectivity (up to 100 Mbps P95).
· Daily and monthly backups with NVMe storage and retention for up to 12 months.
· Resource monitoring service and specialised technical support during business hours (9x5).
· Virtual firewall and secure connectivity via Site-to-Site VPN, with Check Point CloudGuard Network Security licences.
· Compliance with ISO 20000, 22301, 27001, 27017, 9001 and 14001 standards, which guarantee quality, security and sustainability in service provision.

2.2 Maintenance and support of the THEMIS system (CLS)

The amount of €17,405 for maintenance and access to the THEMIS system remains unchanged from the previous fiscal year. This figure covers the following services:

· Specialised technical support for incidents or queries.
· Continuous software updates and improvements.
· Security monitoring and application of critical patches.

These services will ensure that the software remains operational, secure and up to date throughout its life cycle.

2.3 Technical assistance for migration (CLS)

Technical assistance for the migration of the VMS system to the cloud infrastructure will entail an estimated cost of €12,800, which includes:

· Preliminary analysis and planning of the migration environment.
· Data transfer and configurations.
· Reinstallation and validation of THEMIS software in the new environment.
· Technical support during the transition phase.

The amounts indicated are estimates and may be adjusted based on the results of the technical analysis and the requirements identified during implementation.


3. Proposed timeline

The migration of the VMS system is proposed to be carried out gradually during 2026, in coordination between IaaS365 and CLS, following these main stages:

1. 	Analysis and preparation (first quarter 2026) – Technical evaluation, architecture definition and resource planning.
2. 	Implementation (second and third quarters of 2026) – Deployment of cloud infrastructure, data migration, and functional validations.
3. 	Operational transition (fourth quarter 2026) – Final adjustments, performance monitoring and system stabilisation.

This flexible schedule will allow for service continuity and minimise the impact on ICCAT operations.


4. Overall financial estimate

	Item
	Estimated amount (€)
	Frequency
	Supplier

	Technical assistance for migration to the cloud
	£12,800
	One-off
	CLS

	Maintenance of Themis
	€17,405
	Annual
	CLS

	Cloud infrastructure (iCloud365) – IaaS resources, backup, monitoring and firewall
	€1,203.45/month (approx. €14,440/year)
	Monthly
	IaaS365

	Initial migration and configuration services (onboarding, licences, security)
	£4,494.62
	One-off
	IaaS365


The total estimated cost of the migration process is between €17,000 and €19,000 (excluding taxes), through a one-off payment that includes initial and infrastructure costs. Moreover, the total annual operating cost would be approximately £31,845, which includes an adjustment of £14,440 for maintenance and cloud services compared to the current situation.


5. Conclusions

The migration of the VMS system to a cloud environment is a strategic measure that will enable the organisation to:

· Strengthen the security, availability and continuity of essential services.
· Ensure compliance with international standards and best practices in technology.
· Optimise operating costs in the medium and long term through a scalable and professionally managed infrastructure.

For all these reasons, it is proposed that the Commission support the planning and progressive implementation of the migration during 2026, authorising the corresponding technical and budgetary preparations, with a commitment to review and adjust costs as the project implementation progresses.
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